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Scenario

This guideline describes how to setup 1:1 NAT in ZyWALL USG-series.

ZyWALL USG has some extra IP-addresses available. With 1:1 NAT all requests to e.g. 212.130.62.52 will be

directly forwarded to the selected internal client.

\ Sends request to

Client

212.130.62.52

WAN IP: 212.130.62.51
Extra IP: 212.130.62.52

LAN IP: 192.168.1.1
o Subnet: 255.255.255.0
ZYWALL USG %, )\

3
0’6‘

it
BN

1P: 192.168.1.10

Subnet: 255.255.255.0

GW: 192.168.1.1
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Start with address objects

To create a NAT One-to-One rule, the simplest way is to start with creating address objects.

In this tutorial we will create two objects, one for the secondary WAN IP-address and one for the server’s

internal IP-address.

To create an address object go to the Configurations menu. Select the Object -> Address menu.

Click the Add button.

Configuration

& Name s Tyee Address
1 DMZ_SUBNET INTERFACE SUBNET dmz-182 168.3.0/24
2 LAN1T_SUBNET INTERFACE SUBNET lan1-192 168.1.0/24
3 LaNZ_SUBNET INTERFACE SUBNET lan2-182.162.2.024
ot 4 WLANAI-1_SUBNET INTERFACE SUBNET wian-1-1-10.59.1.0124
Page 1 Jof1| b bl | show[50 | |items Displaying 1-40f 4

Log & Report

Give the object a name. Choose Host as Address Type, and insert the secondary WAN |P-address.

() Add Address Rule 7%
MName: Ext_WaMN_IP
Address Type: HOST hd
IP Address: 212,130.62.52
[ Ok ] [ Cancel ]

Use the same step for the server’s host object.

() Add Address Rule LB
Mame: Int_SRV_IP
Address Type: HOST 7
IP Address: 192,168, 1.10

l OK ] [ Cancel
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Create NAT rule

To create the NAT rule, go to Network -> NAT menu, and click the Add button.

- Some amin SN B Help Z About & Site Map [@Object Reference g Console [T LT
ZyXEL zywaLL USG 20W TR
CONFIGURATION m

¥ Quick Setup
Configuration
[ Note:
If you want to configure SNAT, plase go to Bolicy Route.
@add [2edt @
#  Sta. Hame Mapping T... Interface  Original P~ Mapped P Protocol  Original Port Mapped P
| Page of 1| b Pl | Show 50 | items Mo data to display

Enable rule. Insert a rule name. Select 1:1 NAT.
Choose the incoming interface (usually WAN1 or ge2).

Select the new Ext_WAN_IP object as Original IP, select Int_SRV_IP as Mapped IP. Set Port Mapping Type as
Any.

Click the OK button.

() Add NAT 2|

[iS] Create new Object »

General Settings
Enable Rule

Rule Name: SERVER

Port Mapping Type

Classification: ) wirtual Server @ 1:1NAT @ Many 1:1NAT

Mapping Rule
Incoming Interface: wanl 7
Original IP: Ext_WAN_IP ¥ | 4—— WaNIP
Mapped IP: Int_SRV_IP ¥ | #—— SERVERIP
Paort Mapping Type: any »

Related Settings

Enable NAT Loopback [
Configure Firewall (£

Note: NAT Loopback can be activated, so internal clients can contact server on its public IP-address.
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Create Firewall rule

As the final step, we need to create a Firewall Rule, to allow traffic pass through to the server.
Go to the Firewall menu, and press the Add button.

. Sime scimin | LSS HES S About o Site Map [miObject Reference o Console [T CLT
ZyXEL zywalLL UsG 20W TS
conrcuRaTIon

General Settings

Enable Firewall

[ Allow Asymmetrical Route

Firewall Rule Summary
FromZane:  |any -~ To Zone: any ~
O W g § e o

St... Priority « From To Schedule User Source  Destinat.. Service Access Log
Q 1 aWAN - ZyWALL none any any any aDefaul. . allow ne
@ 2 aWAN  ZyWALL none any any any any deny log
Q 3 aWAN any (Ex... none any any any any deny log
Q 4 aDMZ ZyWALL none any any any aDefaul... allow no
Q 5 aDuz ZyWALL none any any any any deny log
@ 8 aDMZ  aWAN  none any any any any allow no
Q 7 aDuz any (Ex... nene any any any any deny log
@ 8 aWLAN aWAN  none any any any any alow no
Q 9 AWLAN ZyWALL none any any any aDefaul.. allow no
@ 10 aWLAN ZyWALL none any any any any deny log ~

|

Select from WAN to LAN1. Insert your server’s IP-address object as Destination.
Select your preferred Service or Service Group. In this case HTTP is selected.
Set Access as Allow. Enable Log if needed.

Click the OK button.

() Add Firewall Rule 2 |x
{i=]Create new Cbject +

Enable
From;: WAN =
To: LAN1 e
Description: {Optional)
Schedule: nong w7
User: any ¥
Source: any R2
Destination: Int_SRV_IF B2
Service: HTTP z|
Access: allow w7
Log: no >




